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Abstract. In this research, explaining and explaining the implementation of Information Technology
and Information Security and its impact on Financial Reporting, the researcher conducted a
theoretical study and previous literature review where the theory used was Theory Technology
Acceptance Models (TAM) which concerns and explains the role of technology in providing
convenience. and benefits for users. Where the theory used will help in explaining the impact of the
application of Information Technology and Information Security in the process of preparing and
reporting quality financial reports. This research will also examine previous research which provides
an overview regarding the Implementation of Information Technology and Information Security and
its impact on the Quality of Financial Reports. This research uses a qualitative descriptive approach
by conducting theoretical studies and literature reviews by conducting literature studies and
collecting journals via websites and the internet. The research methodology used is purely through
analysis of existing literature and theoretical studies related to the topics discussed in the research,
then the researcher conducts discussions and provides conclusions through theoretical analysis and
research results that support to obtain good theoretical research results related to themes discussed
in the research. Through the results of theoretical studies and literature reviews, results were found
with the conclusion that the implementation of Information Technology and Information Security is
able to have an impact and influence on the reporting process and preparation of quality financial
reports. The use of computer-based technology makes it easier in the process of collecting and storing
data containing financial information in a company. And implementing an information security system
will provide protection for the data needed to help and optimize the company's financial performance.
Keywords : Information Technology, Information Security, Quality of Financial Reporting.

INTRODUCTION

Over the last few decades many companies have managed knowledge and technology. Especially
during the industrial revolution, it was clear that business organizations experienced rapid growth
due to the adoption of the latest technology at that time. In this century, for more than three decades,
since business organizations have used computers for data processing needs, the use of information
technology (IT) in business organizations has continued to experience rapid growth. This is supported
by the emergence of a general understanding that the use of IT in organizations will reduce various
costs due to efficiency and that the existence of IT will make organizations that have it have a
competitive advantage compared to competitors.

In the era of digital technology in the 21st century, humans generally cannot be separated from
electronic devices. Technology can be used by humans to make tasks and work easier. The increasing
development of digital technology also has an impact on the development of accounting science and
the accounting profession. It is easy for various groups to access information through many ways and
can enjoy the facilities of digital technology freely and under control (Setiawan, 2017).

Suwardjono (2016) explains that the quality of financial reports is the final result of the accounting
process or a summary of the financial transactions within a company. Financial reporting is used to
communicate financial information to regulators, investors, and creditors. The purpose of financial
reporting is to provide relevant and accurate financial information about a company's financial
position and performance to enable informed and appropriate decision-making (Ali et al., 2023).
Financial reporting involves the presentation and preparation of financial reports such as income
statements, balance sheets, and cash flow statements. These statements detail a company's financial
performance over a specific period, including expenses, revenue, equity, debt, and expenses (Reid
et al., 2019). Financial reporting is governed by accounting standards and standards that support the
measurement, disclosure, presentation, and recognition of financial information (De Villiers et al.,
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2020). Financial reports must be made available to various stakeholders, creditors, investors, and
regulators. Financial reports are used to make informed credit and investment decisions and to
evaluate a company's financial health, liquidity, profitability, and solvency. Financial reporting plays
an important role in making important business decisions, but it must always be updated with cutting-
edge technology. The integration of technological tools such as software applications, databases,
encryption technologies, and cloud computing is playing a key role in transforming the financial
reporting processes of companies around the world. Previously, financial reporting was paper-based
and manual, making it error-prone, time-consuming, and unreliable (Spilnyk et al., 2020).

The complete definition of information technology is stated by Martin et al. (2002: 1), namely
computer technology used to process and store information and communication technology used to
send information. The development of information technology in the digital era is currently
increasingly rapid. Along with the development of information technology, institutions in Indonesia
apply information technology in their institutions to simplify and streamline the activities they carry
out. Information technology is used to process data, including processing, obtaining, compiling,
storing, manipulating data in various ways to produce quality information, namely information that
is relevant, accurate and timely, which is used for personal, business and government purposes and
is information strategic decision making. Information processed by each institution must be kept
confidential and secure, because information or data owned by an institution is a very valuable asset
and is very vulnerable to crimes committed by irresponsible parties. If data owned by an institution
is stolen or misused, it will result in losses for the institution.

In increasing the value of financial reports, maximum use of information technology will greatly
support the value of financial reporting information. The results of previous research show that the
use of technology and information affects the value of financial reporting information (Sandanafu,
Sally Paulina and Situmeang, 2018). According to research, research (Savira et al., 2021) states that
the appropriate use of information technology can facilitate the assessment process in increasing the
value of the quality of financial reports.

Sayuthi (2021) defines information system security as an effort to avoid undesirable events or special
risks related to information systems and their components. Information security must be taken into
account in this era of rapidly developing news systems because issues can be controlled by
unauthorized or careless individuals, the veracity of information can be questioned, and it can even
turn into deceptive rumors. Information has become a valuable resource. Some even claim that we
now live in a "news culture.” Any agency, whether universities, government agencies, or individuals,
must be able to obtain and communicate news quickly and accurately. (personal). Hussin et al. (2012)
show that technical sophistication is determined by the diversity of technologies collected, and that
the type of application portfolio is a good indicator of technological sophistication news. Information
technology sophistication is defined by Raymond and Pare (in Cragg et al., 2010) as the utilization of
the nature, complexity and interconnection of information technology and management in an
organization. (Eka, 2020).

Currently, post-industrial revolution 4.0 can no longer be prevented, therefore various business fields
must be ready to face all changes in the global world where they combine traditional manufacturing
and industrial practices with the world of technology. This can trigger various challenges, this is not
only a problem in implementing various productions that use digital technology, machine learning
and big data or the term big data, but also how to build a security system against external threats
and the internet (Roy et al., 2022). Quoted from the words of the security company, Aset, industry
4.0 players also experience the same cyber threats as other organizations, because businesses of all
sizes are targets of cybercrime which continues to increase from year to year. According to data from
the Ponemon Institute in its 2018 study, the average loss due to data breaches globally this year
reached $3.86 million, an increase of 6.4 percent compared to 2017 (Syafrina and Irwansyah, 2018).
In 2017 in Indonesia there was a cyber attack called WannaCry Ransomware. WannaCry ransomware
is a form of malware that encrypts documents on a PC or even a network, so that data owned by
institutions cannot be accessed. Cyber attacks that attack computers certainly have a detrimental
impact on existing institutions. This can reduce the image of the institution, where an attack on the
system owned will cause problems with the existing system in the institution and can cause material
losses.

Employee Information Security Awareness (ISA) has a significant impact on employee information
security behavior and security policy compliance (Bulgurcu et al., 2010; DeGroot et al., 2012).
Previous research argues that a lack of employee ISA through Information Security Policies (ISP) and
procedures is a major cause of mishandling of sensitive information (Siponen, 2009). Furthermore,
ISA has become a top priority in both research and practice (Haeussinger and Kranz, 2017).
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THEORETICAL REVIEW AND LITERATURE REVIEW

Theory Acceptance Model (TAM)

Technology Acceptance Model (TAM) is a well-explained theory on the variations that influence the
likelihood of adoption of new information and communication technology systems where TAM is
always used as the main or basic model for researchers to refer to regarding the acceptance and
adoption of new technologies (Dulcic et al., 2012). Evidently, TAM is a well-known theory that
researchers will apply to their studies related to new technologies and services because of its
applicability and simplicity (Phonthanukitithaworn et al., 2016). Additionally, perceived ease of use
(PEOU) and Perceived Usefulness (PU) are well-known determinants in the TAM model that used to
explain technology acceptance and consumer behavior (Lubis et al., 2021). Perceived ease of use is
a determinant of TAM that explains how people believe a particular application or tool is applied in
their daily lives without efforts (Nejad, 2016). Due to market demands, there is a lot of technological
innovation and creativity of services and devices available in the market.

In the TAM (Technology Acceptance Model) theory proposed by Davis (1989), there are several factors
that can influence interest in using a technology, one of which is perceived ease of use, E-servqual,
and Trus or security so that in this study the researcher used grand Technology Acceptance Model
(TAM) theory, in which the TAM theory will discuss factors that are considered to have an influence
on a person’s interest in using a technology or digital-based service..

Financial Reporting

Bahri (2016: 11) believes that financial reports are a product produced by the field or discipline of
accounting, whereas according to financial reports, they are information containing the financial
records of a company in an accounting period which describes the company's performance, Ardiyos
(2017: 34. Financial reports can be of high quality because there is an accounting system and the
competence of accounting staff that is running well. The preparation of financial reports must be
supported by the competence of the accounting staff themselves so that the implementation of
government accounting standards can run effectively and produce financial reports that have quality
information that can be used by users of financial information (Mulyadi, 2015: 36).
Suwardjono, (2016: 28) explains that the quality of financial reports is the final result of the
accounting activity process or a summary of financial transactions in a company. The quality of
financial reporting is closely related to company performance which is manifested in company profits
obtained in the current year. Hans (2016: 71) believes that the quality of financial reports can be
said to be good if the information presented in the financial reports can be understood, and meets
the needs of users in making decisions, is free from misleading meanings, material errors and is
reliable, so that the financial reports can be compared with previous periods.

According to Hanafi & Halim, (2016: 47), the quality of financial reports that meet standards can be

seen based on the following conditions:

1. Relevant, to be useful information must be relevant to meet user needs in the decision making
process. Information has relevant qualities if it can influence users' economic decisions.

2. Reliable, for information to be useful it must also be reliable. Information has reliable quality if
it is free from misleading notions of material error and can be relied upon by users as a sincere
and honest presentation of what it is supposed to present or can reasonably be expected to be
presented.

3. Understandable, an important quality of information contained in financial reports is that it is
easy for users to understand immediately. For this purpose the user is assumed to have adequate
knowledge of economic, business and accounting activities and the ability to study the
information with reasonable diligence.

4. Comparable, users must be able to compare company financial reports between periods to
identify trends in financial position and performance. Users must also be able to compare
financial reports between companies to evaluate relative financial positions

Information Technology
Information technology includes computer and communication technologies used to process and
disseminate both financial and non-financial information. Investing in information technology

requires large amounts of capital, which increases every year. Due to the large amount of costs
involved, organizations need to make optimal use of information technology. Effective use of
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information technology can be achieved when all individuals within an organization are able to use
the technology appropriately (Rahmawati, 2012).

The definition of IT is very broad and includes all forms of technology used to collect, manipulate,
communicate, present, and use data that is converted into information (Martin et al., 2002).
Information technology has emerged as a result of increasing globalization within organizations,
increased business competition, shorter life cycles of products and services offered, and increased
demands on consumer preferences for products and services offered. To prevent this from happening,
companies are seeking new breakthroughs by using information technology only for data processing.
With the development of information technology, all organizational activities are now influenced
by the use of information technology and automation. IT is one of the managers’ tools for dealing
with change (Laudon and Laudon, 2006: 14). A complete definition of IT is provided by Martin et al.
said. (2002: 1), that is, computer technologies for processing and storing information, and
communication technologies for transmitting information. The technological environment allows
companies to improve their performance.

IT and performance are symbiotic. Traditional IT development includes the development of IT
infrastructure: hardware, software, data, and communications (McNurlin and Sprague, 2002: 11).
According to Laudon and Laudon (2006: 14-15), IT infrastructure consists of hardware components,
software, data storage technologies, and communication technologies. Some authors categorize
storage technologies into hardware components, and IT components consist of hardware, software,
and communications (McLeod and Schell, 2004: 101-123; Mescon et al., 2002: 213-219).

According to Hamzah (2009), the use of information technology includes data processing, information
processing, and electronic work processes with the aim of providing services to the public by making
it easy to access financial information. In addition, computer-assisted data processing will clearly be
able to improve the quality of reported financial information.

Information Security

According to Khairina (2016) security issues are an important and main problem in computer systems
connected to a network. Data and information are targets of attacks by irresponsible parties, so it is
necessary to maintain the integrity of data and information. System security or computer security is
an effort to avoid undesirable events such as loss of confidentiality or data integrity. Security systems
attempt to prevent fraud and other misuse of computer systems (Hall, 2011).

Information security is concerned with protecting valuable assets against loss, disclosure, misuse, or
damage. In this context, "valuable assets" are information recorded, processed, stored, transmitted
or retrieved from either electronic or non-electronic media (Tambunan et al., 2018). These
protection efforts are intended to ensure business continuity, minimize possible risks and maximize
profits from investments and business opportunities (Salazar, 2006). Information security
organizations have three aspects that must be understood to be able to apply them, these aspects
are usually called the CIA Triad Model, which include (Johnson, 2008):

1. Confidentiality (secrecy). It is an aspect that ensures that information can only be accessed
by authorized people.

2. Integrity (integrity). This is an aspect that ensures that there is no change in data without
the permission of the authorized party, maintaining the accuracy and integrity of the information.
3. Availability (availability). This is an aspect that guarantees the availability of data when
needed, whenever and wherever.

Information security can be defined as "protection of the confidentiality, integrity and availability of
information and its critical elements, including the software and hardware that uses, stores,
processes and transmits that information through the application of technology, education and
awareness (Amroui, et ., al. 2019). The aim of Information Security is to ensure: confidentiality,
integrity, availability and accountability of resources for which the organization is responsible (Rivai
et., al. 2020).

Information Security Management System (ISMS ISO 27001)

Businesses are increasingly relying on information security management systems (ISMS) to gain
competitive advantage across a variety of industries. Information technology has developed in line
with industrial capacity, and information resources have become valuable economic resources (Lele
& Lihua, 2016). Various sectors are gradually benefiting from digital technologies for business
efficiency and integration. Nevertheless, attacks on enterprise information systems are becoming
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increasingly frequent and diverse (Hung et al., 2019). Over time, non-obvious information security
vulnerabilities can become more visible and hinder an organization's progress (Moghe et al., 2014;
Wu et al., 2021). If a company's information security management system is inadequate, it may not
be able to prevent data breaches, which could lead to property damage. Therefore, information
security remains an issue (Dao et al., 2017). Current insurance financing methodologies are unable
to effectively address certain elements of key information security risks in terms of geography,
intensity, and awareness. In this context, the ISO 27001 protocol defines the legal and functional
institutional foundations of the information security sector and represents themain access point in
operational information security management (Peng et al., 2019).

The Information Security Management System Standard Code (ISO-27001) is designed to enhance
organizational efficiency and financial growth. Furthermore, implementing an ISMS infrastructure
increases consumer trust, organizational reputation, brand image, and economic growth of
companies (Mukundan & Sai, 2014). According to the ISO 27001 ISMS standard, organizations must
ensure that their information security policies and corporate strategies are aligned and that the
information security framework is integrated into business operations (Neubauer et al., 2008 ). These
standards include defining the functional structure, duties and authority of information security
management professionals, as well as developing appropriate risk management strategies and
creating necessary coordination statements. At the same time, these methods allow businesses to
reduce malware attacks on their computers (Calder, 2017). These improvements increase customer
loyalty, reduce the cost of information security protocols, and foster full correlation and
collaboration between companies (Meixner & Buettner, 2012). On the other hand, implementing ISO
27001 infrastructure can help companies reduce excessive spending. Losses resulting from
information security vulnerabilities may be borne by customers (Han et al., 2017). Therefore,
ensuring information security brings price benefits to products and services (Wu & Tsai, 2018).

METHOD

This research uses a qualitative descriptive approach by conducting theoretical studies and previous
literature reviews. This research discusses and examines previous literature regarding the Application
of Information Technology and Information Security and its implications for the Quality of Financial
Reports, previous theories and research are collected and analyzed, then the researcher summarizes
and links previous theories and research with conclusions and in-depth studies. Theoretical sources
are obtained through journals, research books through accredited journal websites. This research
will provide an overview of how the application of Information Technology and Information Security
impacts the Quality of Financial Reports, through theory and comparing with previous research. The
research methodology used is purely through analysis of existing literature and theoretical studies
related to the topics discussed in the research, then the researcher conducts discussions and provides
conclusions through theoretical analysis and research results that support to obtain theoretical
research results related to the themes discussed. in research.

RESULTS AND DISCUSSION
The Impact of Information Technology on Financial Reporting

The financial reporting process requires facilities and infrastructure that support government
operational activities in achieving accurate information value in determining subsequent policies.
Achieving the value of financial reporting information requires several supporting components in
order to maximize activities in the planning system, implementation and optimization of budgeted
programs as well as a good internal control system and maximum use of information technology in
order to obtain value from information in financial reporting.

The rapid development of information technology has resulted in very significant changes to
accounting. The development of accounting based on technological advances occurred in three stages,
namely the farming era, the industrial era and the information era. This was stated by Alvin Toffler
in his book entitled The Third Wave (Robert, 1992). The existence of technology has succeeded in
the transformation of human behavior which has become easy and flexible in carrying out activities,
such as attending virtual meetings at the same time, socializing with virtual-based friends (Social
media), validating large amounts of data in an efficient time, to automation thanks to Al and RPA
improve the quality of financial report presentation (Gepp et al., 2018; Moffitt et al., 2018). Of
course, the increasingly rapid growth of technology also requires companies to be able to build
adequate and competent IT infrastructure to ensure data security.
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The use of IT in financial reporting has automated these tasks and procedures, making financial
reporting more reliable, more accurate, and less likely to make errors. Financial reporting
automation is one of the most important contributions of IT to the financial reporting process, as it
enables various steps such as general ledger entries, balances, and journal entries. Automation has
increased productivity and accuracy, reducing the time it takes to create and manage financial
reports (Al-taee & Flayyih, 2023). IT applications also impact financial reporting as they integrate
data and can integrate data from different sources, including within an organization, to create
complex financial reports. This integration ensures that all data in the report is up-to-date and
accurate, eliminating the need for manual data entry (Yu et al., 2019).

Encryption technology and cloud-based systems enable secure access and storage of your financial
information. This reduces the risk of data loss, corruption, and theft and can be achieved using
various accounting software that provides a platform for storing financial data. Additionally, IT has
improved decision-making and analysis by facilitating real-time analysis of financial data, allowing
businesses to make better decisions. This research helps provide insights into expenses and revenue,
forecast data, and financial trends that you can use to make more informed decisions regarding
business planning and financial investments. The increasing use of technology in financial processes
is making financial reporting more understandable and transparent. The use of information
technology not only enhances accountability by making it easier to produce reliable and accurate
reports and monitor financial transactions, but also increases transparency by allowing financial
activities to be audited and recorded when necessary will also increase. Many IT-related factors
influence financial reporting, including perceived usefulness, ease of use, and behavioral intent to
use.

Appropriate use of information technology can facilitate the assessment process in increasing the
value of the quality of financial reports and previous research also supports this research and shows
that the use of information technology has a positive effect on the value of financial reporting
information. develop and utilize advances in information technology to increase the ability to manage
finances, and channel financial information to public services. In line with Sholeh's (2017) research
in Malang State Engineering. The research results show that information technology has a significant
effect on the quality of financial reports. Apart from that, the information technology variable has a
dominant variable that influences the quality of financial reports, and Yuheti (2018) at the Bogor
Agricultural Institute found that the factor that really influences the performance of financial reports
is the use of information technology, Ardianto (2019) at the Regional Work Unit (SKPD ) in Tangerang.
The results of this research are: the use of information technology has a significant effect on the
quality of financial reports.

Based on the theoretical explanation and empirical research results that have been described, it can
be concluded that the good use of technology will have an impact on the process of preparing and
reporting finances in companies, information technology influences developments in the world of
accounting. This influence is on the development of world accounting information systems, especially
in the context of compiling and producing accountable and accurate financial reports, which include
internal control, improving data processing, increasing productivity, efficiency and quality of
information in financial reports. Advances in computer-based audit software have had a significant
impact on improving the quality of financial reports. The progress that has been realized in the field
of accounting regarding computer-based Accounting Information Systems in producing financial
reports has had a significant impact on the efficiency of auditing practices and accounting data
management processes.

The Relationship of Information Security to Financial Reports

In today's digital world, securing information system assets has become a top priority for organizations
to protect them from malicious attacks. Both cybercriminals and data breaches have increased
dramatically in recent years. According to the Cybersecurity Business Report, cybercrime is expected
to cause losses of “more than $6 trillion in 2021, up from $3 trillion in 2015” (Morgan, 2016).
Therefore, organizations continue to struggle to maintain the security of their information assets
which in turn forces them to make large investments in technological countermeasures (Spears and
Barki, 2010). However, just focusing on the technical aspects of information security is not enough
because information security is multidisciplinary and the human aspect plays a big role in it. A large
number of organizational information security incidents are caused by the exploitation of human
elements (Stahl, Doherty, & Shaw, 2012).

In research, Zadorozhnyi et al., (2021) shows how cybersecurity actions have an impact on the
presentation of financial reports, such as affecting the timeliness of recording, manipulation of
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transaction documents, and the trustworthiness and accountability of journal recordings has an
impact on financial reports. Apart from that, Rosati et al., (2019) explained that cyber attacks are
increasingly common, increasing audit fees for auditors, which has an impact on increasing burdens
on financial reports due to compensation costs or decreasing assets due to data theft. Accounting is
very close to the existence of data and plays an important role in producing economic information
from an entity, which becomes the basis for decision making for top management, investors, creditors
and the public. Companies must be able to maintain their reputation by understanding the impact of
the existence of technology, so that they can build IT infrastructure that is relevant to the latest
systems in the company, thereby increasing cyber security against attacks on networks and
technology that holds a series of data, which will thus be an added value in competitiveness.
superiorly.

Essentially, an information security management system that includes people, processes, and
information technology systems is a comprehensive way for an organization to protect the security
of information through risk assessment. Pakistan's main problem is a lack of understanding of how
to establish security controls for corporate information assets. This is because while the level of harm
is low for some executives who prefer a therapeutic approach, the harm caused is significant.
Performance appraisal is very important for organizations and any department. Therefore, it is
important to identify the factors by which the success of the information security department and
its contribution to the overall performance of the company can be measured.

Given this, employee information security awareness (ISA) has a significant impact on employee
information security behavior and compliance with security policies (Bulgurcu et al., 2010; DeGroot
et al., 2012 ). Previous research suggests that lack of employee ISA through information security
policies (ISPs) and procedures is a major cause of mishandling of sensitive information (Siponen, 2000
& Abraham, 2011). Furthermore, ISA has become a top priority in both research and practice
(Haeussinger and Kranz, 2017). Especially since humans are considered to be one of the weakest links
in efforts to protect systems and networks (Imgraben et al., 2014; Spears and Barki , 2010). It has
been reported that 88% of data breaches in the UK are caused by human error rather than cyber-
attacks (Ingham, 2018, Shulha et al., 2022).

According to Ingham (2018), the most common mistake is sending sensitive data to the wrong
recipient, which usually occurs via email, mail, or fax. Other issues include lost or stolen documents,
forgetting to edit data, and storing data in insecure locations. Location (such as a public cloud server).
According to Ernst & Young's Global Information Security Survey 2018-2019, 34% of companies believe
employee trust is their biggest vulnerability. These vulnerabilities can result in significant financial
and reputational damage to businesses, especially with the introduction of strict data protection laws
such as the European Union's General Data Protection Regulation (GDPR). This is also one of the main
reasons why a recent cybersecurity breach survey in 2019 shows that cybersecurity is a top priority
for companies' top management (Vaidya, 2019).

In the cloud computing area, the design and implementation of information security controls that
organizations or companies need to pay attention to are as follows (Jaydip, (2013):

1. Types of attacks and impact of attacks

2. Consider precautions related to information security
3. Consider information security risks

4, Study the assault incident

Information security in organizations seeks to analyze the best strategies to protect an organization’s
information assets from hackers. So the IT security department needs to educate every employee in
the organization to minimize security gaps. Most employees do not know or are not aware of
information security issues, so guidelines are needed which are information security policies (Balozian
and Leidner, 2017).

Based on the theoretical explanation and empirical research results that have been described, it can
be concluded that by implementing an information security system that is in accordance with the
standards previously explained, it is one way that can be used to minimize the occurrence of fraud
and misuse of data and information within a company or company. organization. Weak
implementation of information security within a company can provide opportunities for certain
parties to commit fraud either through internal company or cyber attacks from outside the company.

CONCLUSION
Advances in information technology influence developments in the world of accounting. This

influence is on the development of world accounting information systems which include internal
control, improving data processing, increasing productivity, efficiency and quality of information in
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financial reports. Advances in computer-based audit software have had a significant impact on
improving the quality of financial reports. The progress that has been realized in the field of
accounting regarding computer-based Accounting Information Systems in producing financial reports
has a great influence on the efficiency of auditing practices and accounting data management
processes.

In this research, it has been explained how Information security awareness (ISA) is one of the main
elements for ensuring information security and protecting organizational assets from cyber attacks.
The aim of this research is to investigate what ISA content development methods and factors are
used in the IS literature to improve employee ISA in both the public and private sectors. Therefore,
the information security system prepared with ISMS I1SO 27001 will provide protection for the data
needed to assist and optimize the company's financial performance and will have an impact on the
quality of the company's financial reporting.

BIBLIOGRAPHY

5. Ali, U. D., Handayani, L., Mulyanto, S., & Anggraini, L. (2023). Workshop Peningkatan Profit
dan Penyusunan Laporan Keuangan Usaha Akuaponik Pada Program Pembinaan Mahasiswa
Wirausaha (P2ZMW). 3(1), 341-349.

6. Ardianto. (2019). Pengaruh Penerapan Standar Akuntansi Pemerintah, Pemanfaatan Teknologi

Informasi, Kompetensi Sumber Daya Manusia, Penerapan Sistem Pengendalian Intern

Pemerintah, Dan Sistem Akuntansi Keuangan Daerah Terhadap Kualitas Laporan Keuangan

Pemerintah Daerah. Jurnal Bina Akuntansi, 6(1), 95-136. https://doi.org/10.52859/jba.v6i1.44

Bahri, Syaiful. 2016. Pengantar Akuntansi. Cetakan Pertama. Yogyakarta: CV. Andi Offset.

Balozian, P., and Leidner, D. (2017) “Review of IS Security Policy Compliance: Toward the

Building Blocks of an IS Security Theory,”

9. Calder, A. (2017). Nine Steps to Success: An ISO 27001 Implementation Overview. IT
Governance Ltd. https://doi.org/10.2307/j.ctt1wnOskw

10. Dao, T. K., Tapanainen, T. J., Nguyen, H. T. T., Nguyen, T. H., & Nguyen, N. D. (2017).
Information Safety, Corporate Image, and Intention to Use Online Services: Evidence from
Travel Industry in Vietnam. In 23rd Americas Conference on Information Systems (AMCIS 2017):
A Tradition of Innovation (pp. 147-156). Association for Information Systems

11. de Villiers, Charl and Dimes, Ruth, Determinants, Mechanisms and Consequences of Corporate
Governance Reporting: A Research Framework (2020). Journal of Management and Governance,
Forthcoming, The University of Auckland Business School Research Paper, Available at
SSRN: https://ssrn.com/abstract=3750447

12. Hall, James A. 2011. Accounting Information Systems. 3th edition. Cincinnati: ShoutWestern
College Publishing.

13. Hamzah, A. (2009). Evaluasi Kesesuaian Model Keperilakuan dalam Penggunaan Teknologi
System Informasi di Indonesia. SNATI 2009: Yogyakarta.

14. Han, J., Kim, Y. J., & Kim, H. (2017). An Integrative Model of Information Security Policy
Compliance with Psychological Contract: Examining a Bilateral Perspective. Computers &
Security, 66, 52-65. https://doi.org/10.1016/j.cose.2016.12.016

15. Hanafi, Mamduh M., Halim, Abdul (2016). Analisis Laporan Keuangan Edisi ke-5. Yogyakarta:
UPP STIM YKPN

16. Hans Kartikahadi., dkk. 2016. Akuntansi Keuangan Menengah Berbasis SAKBerbasis IFRS Buku 1.
Jakarta.

17. Hung, W. H., Chang, I. C., Chen, Y., & Ho, Y. L. (2019). Aligning 4C strategy with Social Network
Applications for CRM Performance. Journal of Global Information Management (JGIM), 27, 93-
110. https://doi.org/10.4018/JGIM.2019010105

18. Johnson, Brad C. 2008. Information Security Basics.

19. Laudon, K.C., Jane P. Laudon. 2004. Management Information Systems. 8th edition. New Jersey
: Prentice- Hall, Inc

20. Lele, Q., & Lihua, K. (2016). Technical Framework Design of Safety Production Information
Management Platform for Chemical Industrial Parks Based on Cloud Computing and the Internet
of Things. International Journal of Grid and Distributed Computing, 9, 299-314.
https://doi.org/10.14257/ijgdc.2016.9.6.28

21. Lubis, A.; Rustam. (2021). Enterprise Resource Planning (ERP) User Acceptance Model with Easy
to Use as Intervening Variable. Proceedings of the 2nd Economics and Business International
Conference - EBIC, ISBN 978-989-758-498-5, pages 9-14.
https://doi.org/10.5220/0009197500090014

o N

341


https://doi.org/10.52859/jba.v6i1.44
https://ssrn.com/abstract=3750447
https://doi.org/10.1016/j.cose.2016.12.016
https://doi.org/10.4018/JGIM.2019010105
https://doi.org/10.14257/ijgdc.2016.9.6.28
https://doi.org/10.5220/0009197500090014

RUSSIAN LAW JOURNAL Volume XI (2023) Issue 6

24,

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.
35.

36.

37.
38.

39.

40.

41.

42.
43.

44,

Martin, E.W. , CW Brown, D.W. DeHayes, J.A. Hoffer, dan W.C Perkins. 2002. Managing
Information Technology. New Jersey : Prentice- Hall, Inc.

Meixner, F., & Buettner, R. (2012). Trust as an Integral Part for Success of Cloud Computing.
In ICIW 2012 Proceedings (pp. 207-214)

Moghe, P., Gehani, N., & Smith, P. T. (2014). Enterprise Information Asset Protection through
Insider Attack Specification, Monitoring and Mitigation. US8880893B2.

Mukundan, N., & Sai, L. P. (2014). Perceived Information Security of Internal Users in Indian IT
Services Industry. Information Technology and Management, 15, 1-8.
https://doi.org/10.1007/5s10799-013-0156-y

Mulyadi. 2016. Sistem Akuntansi. Jakarta: Salemba Empat.

Neubauer, T., Ekelhart, A., & Fenz, S. (2008). Interactive Selection of ISO 27001 Controls under
Multiple Objectives. In IFIP International Information Security Conference (pp. 477-491).
Peng, J., Quan, J., & Peng, L. (2019). It Application Maturity, Management Institutional
Capability and Process Management Capability. Journal of Organizational and End User
Computing (JOEUC), 31, 61-85. https://doi.org/10.4018/JOEUC.2019010104.

Reid, L. C., Carcello, J. V., Li, C. et al. (2019). Impact of Auditor Report Changes on Financial
Reporting Quality and Audit Costs: Evidence from the United Kingdom. Contemporary
Accounting Research, 36, 1501-1539. https://doi.org/10.1111/1911-3846.12486

Rivai Akbar, Suroso Jarot, and Pangemanan Firman, ICIMTech 2020: proceedings of 2020
International Conference on Information Management and Technology (ICIMTech : 13-14 August
2020, Indonesia. 2020.

Roy, S., Salve, A. R., Shah, J. A, Kadam, S., & Dash, M. (2022, December). Artificial
Intelligence Based Rural E-Commerce Boosting Using Big Data. In 2022 5th International
Conference on Contemporary Computing and Informatics (IC3I) (pp. 2087-2093). IEEE.
https://ieeexplore.ieee.org/abstract/document/10073248/

Shulha O, Yanenkova |, Kuzub M, Nazarenko V. (2022). Banking Information Resource
Cybersecurity System Modeling. Journal of Open Innovation: Technology, Market, and
Complexity. 8(2):80. https://doi.org/10.3390/j0itmc8020080

S. Amraoui, M. Elmaallam, H. Bensaid, and A. Kriouile, “Information Systems Risk Management:
Litterature Review,” Computer and Information Science, vol. 12, no. 3, p. 1, Jun. 2019, doi:
10.5539/cis.v12n3p1.

Salazar, Vima. 2006. Management of Information Security Good Practice Note

Sandanafu, Sally Paulina dan Situmeang, M. F. (2018). Pengaruh kapasitas sdm, komitmen
organisasi, pemanfaatan teknologi informasi dan pengendalian intern akuntansi terhadap nilai
informasi pelaporan Keuangan Pemerintah Daerah. Jurnal Maneksi, 7(2).

Savira, M., Mukofi, A., & Andika, S. (2021). Pengaruh keperilakuan organisasi dan implementasi
sistem akuntansi terhadap keuangan daerah (studi pada pemerintah Desa Tlekung Kota Batu).
E-Jurnal Perspektif Ekonomi Dan Pembangunan Daerah, 10(1). Doi: 10.22437/Pdpd.V10i1.12526
Setiawan, W. (2017). Era Digital dan Tantangannya. Seminar Nasional Pendidikan, 1-9.

Sholeh, M. (2017). Pengaruh Kompetensi Akuntansi Pegawai dan Teknologi Informasi Terhadap
Kualitas Laporan KEUANGAN ( Studi Kasus Pada Badan Layanan Umum Politeknik Negeri Malang
). Jurnal Bisnis dan Ekonomi, 8(1), 1-26.

Siponen, M., Willison, R., 2009. Information security management standards: problems and
solutions. Inf. Manag. 46 (5), 267-270. doi:10.1016/j.im.2008.12.007.

Spilnyk, I., Brukhanskyi, R., & Yaroshchuk, O. (2020). Accounting and Financial Reporting
System in the Digital Economy. Paper presented at the 2020 10th International Conference on
Advanced Computer Information Technologies (ACIT). doi:
https://doi.org/10.1109/ACIT49673.2020.9208976

Sugiyono. 2018. Metode Penelitian Kuantitatif, Kualitatif, dan R&D, penerbit Alfabeta,
Bandung.

Suwardjono. (2016). Teori akuntansi perekayasaan laporan keuangan edisi3. Yogyakarta: BPFE.
Syafrina, Annisa, Eka. & Irwansyah, (2018)“Ancaman Privasi Dalam Big Data Privacy Threats In
Big Data”, Jurnal Penelitian Komunikasi dan Opini Publik Vol. 22 No. 2, Desember 2018 :132-
143

Tambunan, B., Sihombing, H., Doloksaribu, A., (2018). The effect of security transactions, easy
of use, and the risk perception of interest online buying on the e-commerce tokopedia site
(Study on Tokopedia. id site users in Medan city). In IOP Conference Series: Materials Science
and Engineering. Vol. 420, No.1, 012118. IOP Publishing.
http://iopscience.iop.org/article/10.1088/1757-899X/420/1/012118/meta

342


https://doi.org/10.1007/s10799-013-0156-y
https://ieeexplore.ieee.org/abstract/document/10073248/
https://doi.org/10.3390/joitmc8020080
https://doi.org/10.1109/ACIT49673.2020.9208976
http://iopscience.iop.org/article/10.1088/1757-899X/420/1/012118/meta

RUSSIAN LAW JOURNAL Volume XI (2023) Issue 6

45. Wu, C. H., & Tsai, S. B. (2018). Using DEMATEL-Based ANP Model to Measure the Successful
Factors of E-Commerce. In Intelligent Systems: Concepts, Methodologies, Tools, and
Applications (pp. 1122-1138). IGI Global.

46. Yuniatin, N. Y., Achsani, N. A., & Sasongko, H. (2018). Pengaruh Perubahan Status, Employee
Engagement, Dan Pemanfaatan Teknologi Informasi Terhadap Kualitas Pelaporan Keuangan.
EKUITAS (Jurnal Ekonomi Dan Keuangan)

343



